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The following section will take you through a step-by-step process in order to deploy Fortinet FortiAnalyzer on Azure.

What is Fortinet FortiAnalyzer for Azure?

Networks are constantly evolving due to threats, organizational growth, or new regulatory/business requirements. Traditional analysis products focus on recording and
identifying company-wide threats through logging, analysis, and reporting over time.

FortiAnalyzer offers enterprise-class features to identify these threats, but also provides flexibility to evolve along with your ever-changing network. FortiAnalyzer can
generate highly customized reports for your business requirements while aggregating logs in a hierarchical, tiered logging topology.

FortiAnalyzer platforms integrate network logging, analytics, and reporting into a single system, delivering increased knowledge of security events throughout your
network. The FortiAnalyzer family minimizes the effort required to monitor and maintain acceptable use policies, as well as identify attack patterns to help you fine-tune
your policies. Organizations of any size will benefit from centralized security event logging, forensic research, reporting, contents archiving, data mining, and malicious
file quarantining.
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Why Fortinet FortiAnalyzer on Azure?

Fortinet FortiAnalyzer deploys into Azure to collect, correlate, and analyze geographically and chronologically diverse security data. Aggregate alerts and log information
from Fortinet appliances and third-party devices in a single location, providing a simplified, consolidated view of your security posture. In addition, FortiAnalyzer provides
detailed data capture for forensic purposes to comply with policies regarding privacy and disclosure of information security breaches.

Key Features and Benefits
1. Graphical Summary Reports provide network-wide reporting of events, activities, and trends occurring on FortiGate® and third-party devices.
2. Network Event Correlation allows IT administrators to quickly identify and react to network security threats across the network.

3. Scalable Performance and Capacity — FortiAnalyzer supports thousands of FortiGates and can dynamically scale storage based on retention/compliance
requirements.

4. Choice of Standalone, Collector, or Analyzer Mode allows deployment of individual instance or optimized for a specific operation (such as store and forward
or analytics).

5. Seamless Integration with the Fortinet Product Portfolio enables tight integration to allow FortiAnalyzer resources to be managed from FortiGate or
FortiManager™ user interfaces.

How to Deploy Fortinet FortiAnalyzer in Microsoft Azure Using the Azure Portal

The Fortinet FortiAnalyzer for Microsoft Azure is deployed as a virtual machine in Microsoft’s Azure cloud (laaS). You will see in the following sections how to deploy
and configure the Fortinet FortiAnalyzer in the Azure Marketplace.

e Fortinet FortiAnalyzer 14-Day Trial.

e Fortinet FortiAnalyzer (BYOL)—This is currently the only licensing model that is supported. Fortinet also offers a 60-day evaluation license.
https://support.fortinet.com/Evaluation/L ogin.aspx



https://support.fortinet.com/Evaluation/Login.aspx
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BEFORE YOU GET STARTED

Before you can begin to deploy Fortinet’s FortiAnalyzer for Azure, you will need to make sure the following conditions have been met in order to successfully complete
the installation.

e (Create a Microsoft Azure account
e Obtain a license (choose one of the following):

1. Purchase a Fortinet FortiAnalyzer license for Microsoft Azure http://www.windowsazure.com/en-us/account/

2. Register to receive an evaluation license from Fortinet https://support.fortinet.com/Evaluation/Login.aspx



http://www.windowsazure.com/en-us/account/
https://support.fortinet.com/Evaluation/Login.aspx
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Step-by-Step Instructions to Get the Fortinet
FortiAnalyzer Up and Running on Azure

The following section will take you through a step-by-step process in
order to deploy Fortinet FortiAnalyzer on Azure.

1. Log In to the Azure Portal escaC : o — —Tle & o=
* You can access the Azure portal using the following URL: R
https://portal.azure.com/ @
¢ You will then be redirected to: https://login.microsoftonline.com/ e m—

Email or phone

(abbreviated URL due to its length) Cloud optimize =
your business

Keep me signed in

[ JN

Can't access your account?

The current Azure portal is the portal through which you will
start creating and managing Azure services, such as the Fortinet
FortiAnalyzer Virtual Appliance. The Azure portal includes a
dashboard that you can configure to work with and monitor the
resources in your environment. The Azure portal lets you administer
all of your Azure platform resources in a single location. The
current Azure portal uses ARM, although some classic model
functionality is exposed through the new portal. The legacy or
classic portal still is available for use, but the new portal has
been released for general availability and is the portal you should
use.

©2016 Microsoft B¥ Microsoft
Toms ofuss  Privacy & Gookles
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2. Enter User Credentials and Sign In

Microsoft Azure o

Enter your user credentials:
e Username: <Your Username> (2)
e Password: <Your Password> (3)

e Click “Sign in.” (4)

Can't acoess your account?

@ 2018 Microsoft =. Microsoft
Terms of usé  Privacy & Cookies

3. Successful Login to Azure

Dashboard * -+ Mewdasnbosrd & Editdashboard 0 Share ™ Fulls

Once you have successfully logged in to the Azure portal, you will
observe the Microsoft Azure Dashboard. : ; Ao

Note the following login details in the top right-hand corner of the
Microsoft Azure Dashboard. If you click here, you will see options to:

e Sign out

e Change your password

* \iew your permissions

e View your bill
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4. Creating the NEW Fortinet FortiAnalyzer in the Azure Marketplace o

In the Microsoft Azure portal, follow these steps:
New
¢ In the upper left-hand corner, click New (5). @

¢ In the New column, enter fortianalyzer in the “search the
marketplace” and enter Return (6). fortianalyzer

NOTE: There are alternative ways of achieving the above; this is Resaurce groups @

. MARKETPLACE
just one example.

& All rescurces
Virtual Machines
Recent
Web + Mobile
App Services
Data + Storage

Virtual machines (classic) :
Data + Analytics

Virtual machines Internet of Things

: SQL databases Netwcﬂdng

& Cloud services (classic) Media + CDN

@ Security Center Enterprise Integration

f Subscriptions Security + |dentity

Developer Services
Browse >

Management

Intelligence

Containers




FORTINET FORTIANALYZER VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

5. Fortinet Virtual Appliances Available in the Azure Marketplace

You will now see something similar to this, which depicts the
return of the “fortianalyzer” search results.

6. Select the Fortinet FortiAnalyzer for Azure from the Azure
Marketplace

Select Fortinet FortiAnalyzer for Azure (7).

Everything

Y Filter
fortianalyzer
Results
NAME

amn .
So2 Fortinet FortiAnalyzer for Azure

- FortiManager
= .o Fortinet FortiManager for Azure

PUBLISHER “  CATEGORY o

Fortinet Virtual Machines

Fortinet Virtual Machines

Y Filter

fortianalyzer

Results

NAME

~

PUBLISHER 7~ CATEGORY s

"% Fortinet FortiAnalyzer for Azure

Fortinet Virtual Machines

oy e
=& Fortinet FortiManager for Azure

Fartinet Virtual Machines
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7. Select the Fortinet FortiAnalyzer Deployment Model

Once you have selected the Fortinet FortiAnalyzer VM, you will
automatically be taken to the Resource Manager Panel, where
you can create a deployment model.

¢ |n Select a deployment model, select the default Resource
Manager (8).

¢ Then click Create (9).

NOTE: Though there is no option from the dropdown menu to
select a different deployment model, this is where you would
select the Classic deployment model option.

So what exactly are the Azure deployment models?

Azure provides two deployment models, the Classic model and
the Azure Resource Manager (ARM) model. The foundation of
each model is an application-programming interface (API), which
is the Resource Manager API for ARM and the Service Management
API for the classic model. Although developers can write software
to interact with these APIs directly through the REST AP, it is
more common to interact with these APIs indirectly using the
Azure portal, the Azure PowerShell on Windows, or the Azure
Command-Line Interface (CLI) on a Windows, OS X, or Linux
computer.

In contrast to common belief, these two models are compatible
with each other, but ARM simplifies the deployment and
management of resources by managing them as a single
resource group. Most newer resources support ARM, and
eventually all resources will. However, how you create, configure,
and manage Azure resources is different in these two models.
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Configuring the FortiAnalyzer VM Basic Settings

In the Configure basic settings panel (10), enter:

FortiAnalyzer VM Name —Enter the name of the FortiAnalyzer
Virtual Appliance. (Only alphanumeric characters are permitted,
and the value must be between 1 and 15 characters.)

FortiAnalyzer Administrative Username—Enter the
administrator username for the FortiAnalyzer Virtual Appliance.
(The administrator username for the FortiAnalyzer Virtual
Appliance can NOT be “admin”.) If you do enter “admin,” you
will get an error message stating that the specified username
is NOT allowed. In addition to this, the username can NOT
contain special characters.

Authentication type —Change Authentication type to Password.

FortiAnalyzer Password —Enter the administrator account
password for the FortiAnalyzer Virtual Appliance. (The
administrator account password MUST be between 6 and
72 characters, and MUST contain characters from at least
three of the following groups: uppercase characters, lower
case characters, numbers, and special characters.)

Confirm password —Re-enter the administrator account
password for the FortiAnalyzer Virtual Appliance.

Subscription—The only available subscription for the
FortiAnalyzer Virtual Appliance in Azure is the Pay-As-You-Go
subscription model, so just leave this as the default.

Resource group—Enter the Resource group name, and note
that only alphanumeric characters, periods, underscores, hyphens
and parentheses may be used. In addition to this, a Resource
group name can NOT end with a “.” (With Azure Resource
Manager, everything you provision on Azure is a resource. You
can put multiple resources into a resource group. Managing
resource groups and creating and updating resource groups are
the most common operations using Azure Resource Manager.)

1 Basics

Cu"ﬁf_: ure basic sett mgs

B —

¥ Mame

FortuAnalyzes

VM disk type @

HDD w

™ User narme

fortiadmin

* Authaentication type
S5H public key

* Password
* Confirm password

Subscription

Pay-As-You-Go il

* Respunce group 0

O Create new Use ewsting
FortiAnalyzerRG

Locatior

Central US w

e e

O+

10
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¢ Location—Select a location from the drop-down menu. The
location refers to allowing you to administer all of your Azure
platform resources in a single location.

Once you have confirmed that all the above settings are correct,
click “OK” (11).

NOTE: If any of the values are incorrectly defined, you will see a
“Red !”; otherwise, you will see a “Green v.”

11
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9. Configuring the FortiAnalyzer VM - Size

In the Azure Marketplace, the FortiAnalyzer virtual machines
come in a variety of sizes, beginning with the A0 Standard up
through the DS15_V2 with up to 20 cores. Each virtual machine
size within each series has different limits for the amount of
memory, number of NICs, maximum number of data disks, size
of cache and maximum IOPS, and bandwidth.

Select the virtual machine size settings (12).

So what is “A4 Standard” and “D4 Standard?” Number of
vNICs? What would be the use case for selecting the particular
“virtual machine size?” Where can you find more guidance, so
when you are selecting and setting this up, you can be more
informed?

The “A4 Standard” and “D4 Standard,” etc., are what are referred
to as instance sizes. The instances are differentiated primarily

on CPU and memory, although they also have different levels of
support for multiple vNICs. For more information, please click on
the following URL:

https://azure.microsoft.com/en-us/documentation/articles/virtual-
machines-windows-sizes/

But wait! When you select a “virtual machine size,” why do you not
see the number of vNICs? From the “choose a size” panel, you
have no idea and would have to guess. The answer is that Azure
has never prioritized multiple vNICs. So, the Azure Marketplace
templates have a bias against them, and it’s extremely difficult

to create a variable number of VNICs. Fortinet’s FortiAnalyzer
template facilitates the creation of one vNIC.

If you require more than one vNIC, you will need to deploy a
custom template at this point. Please contact the Azure team
(azuretech@fortinet.com) for assistance.

Create virtual ma...

Chaase virhza| macifige tim

b Lead balancing

Choose a size
Brireen Uni e ditbe 5 2ot e LD

Prices presevied below see estimates © vour locel curercy that inchide Azure infrastructure applicable
wirlbwans cocts, i will 26 sy discounts Tar the sl plen ard locater

3200
W 1305
TeR
Lexal 550 y
5 Load balancing
#7 Ao scale

At scaie

Premium disk suppert

54.31

Fromium diss supperl

57.29

Go Gh
Dt ks Dt dishs
2 2500 an0
W K095 [T
50 B 5 .
Loval S50 v# Load belancing

B Load bedancing L Ao scale

Auto scake Fremium disi support

57.29 47.62

%5 Lead balancing

2 2500

% Load belancing

2:500
B 1P

50G8
Lecal 550

Mo seale

By I0PS

At acale

47.62
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10. Configuring the FortiAnalyzer VM - Settings

Below you will find your virtual machine settings. It is important to
note:

e Storage account

¢ Virtual network

e Subnet

¢ Public IP address, etc.

These can all be customized. You could for example change
your VNET to 10.0.0.0/8 and select for subnet 10.0.0.0/24. At
this time you could receive warnings of overlapping address
space in different resource groups within your locations; however,
this doesn’t matter and they don’t cross-connect.

For purposes of clarity, you will use default values for Standalone
FortiAnalyzer QSG.

Settings

Storage

* Storage account @ 5

(new) fortianalyzerrg474

|

Metwork

* Virtual netwaork @ )
(new) FortiAnalyzerRG-vnet

* Subnet @ 5
default (172.23.0.0/24)

* Public IP address @
(new) FortiAnalyzer-ip

* Metwork security group (firewall) @ 5
(new) FortiAnalyzer-nsg

I

Extensions

Extensions @
>

No extensions
High availability

13
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Configuring the FortiAnalyzer VM Settings - Storage Account

Our first option for settings is Storage (13). Through the Storage
workflow you can accept the default storage account associated
with the newly created resource group, or you can select another
storage account if one previously exists.

Create virtual ma...

1 Basics o

Cane

2 Sl e

Cane "*-.,___,.,-"'

3 Settings b

Canfigure optional features

Storage

o

* Storage accound @

(new) fortianatyzerrgd 74

MNetwork

& Yirtual reteor: B

tnew) FortidnalyzerRG-vnet

* Subinet @

default (172.23.0.0424)

® Pulblic 1P addiess @

(new) Fortidnalyzer-ip

* Metwork security growp (firewal) @

(new) Fartidnalyzer-nsg
Extensians
Exteriiinrs @
: »
No extensions

High availability

14
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Without going into the details of the different types of storage
available in Azure, it is important to note (there are few
exceptions) that all storage types are created from an Azure
Storage Account. The Azure Storage Account in turn determines
certain characteristics for the storage, such as whether the
storage is locally redundant or geo-redundant, and whether the
storage is based on standard HDDs or SSDs.

You can either create a new storage account or select an existing
one for the FortiAnalyzer Virtual Appliance, but all resources should
be in the same location (in this example: West Europe).

Select the Storage account settings (14).

Enter a Storage Account Name (15). (This account name can
contain lowercase characters and numbers, and must be
between 3 and 24 characters.)

Select the Performance (16). (In this instance only standard is
available.)

Select the Replication option you wish to use (17). There are two
options available:

¢ | ocally redundant storage (LRS)
¢ (Geo-redundant storage (GRS)

Locally redundant storage (LRS) is where all data in the Azure
Storage Account replicates synchronously to three different
storage nodes within the primary region that was chosen when
creating the Azure Storage Account.

Geo-redundant storage (GRS) is where every entity is replicated
into two data centers.

Choose storage account

Storage
* Linvagw seeeust @
(new) fortianalyaergaTe

Network

sidifgitsa

5 sfacldeg 774

Extersions

s @
T— fats

€
!

15
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The data in the Azure Storage Account is always replicated
in order to ensure durability and high availability. Be aware that

some settings cannot be changed after the storage account has
been created.

Select OK (18).

NOTE: No changes have been made here.

16
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Configuring the FortiAnalyzer VM - Network

Network has several sub-tasks, which will be covered in sequence
below (19).

Create virtual ma...

1 Basics

Daone

2 Size

Done

Settings
Configure optional features

Storage
* Storage account & >
[new) fortianalyzerrgd 74

Tty
Metwark

" Virtual network B

[new) FortiAnalyzerRG-vnet
* Subnet @

default [172.23.0.0/24)

* Public IP address @
[new) FortiAnalyzer-ip

= Metwork secusity group {firewall) @

[new) FortiAnahyzer-nsg

e

Extensions

Extensions @
Mo extensions

High availability

17
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Configuring the FortiAnalyzer VM - Network/Virtual Network

The first question that comes to mind about a virtual network
(VNET) is why do we need a NVET? Well, the answer is a simple
one and the basic principle here is that we need a VNET in order
to be able to build a private network in the Azure cloud.

An Azure Virtual Network, which is also know or referred to as
a VNET, is something that you only create in Microsoft Azure.
The Azure Virtual Network enables virtual machines and the
other resources that are part of the Azure Virtual Network to
communicate with each other privately. It is the Azure Virtual
Network that provides this communication function. If we did
not have an Azure Virtual Network, or if a virtual machine was
outside the Azure Virtual Network, then communication with
other virtual machines would not be possible.

After you have selected the Virtual network settings, you will
observe that you can either create a new virtual network or select
an existing one. If you select an existing virtual network, it will
need to have at least one subnet in order for the FortiAnalyzer to
route. In a typical deployment, the “outside” subnet just connects
the FortiAnalyzer outside interface to the Azure Public Load
Balancer and therefore does not need to be very large.

Here we created the Virtual Network Name of FortiAnalyzerRG-vnet
and the Address space of 172.23.0.0/16. Click OK (20).

NOTE: No changes have been made here.

Create virtual net...

Storage

* Storage account O

[new) fortianalyzerrgd 74

Metwaork

* Virtual netwark &

[new) FartidnalyzerRG-vnet

Subnet @
default (172.23.0.0/24)
* Pubiic IP address O

[new) FortiAnalyzer-ip

* Network seeurity group (firewall) @

[new) Fartidnalyzer-nsg
Extensions

Extersiors @

No extensions

High availability

i)
B

..y fortianalyzervnet
- fqtfazarr

> FortigateProtectedVNet
7 sidifgtrg
> sifaz000rg-vnet

% sifmgD00rg-vnet
7 sifmg000rg

Goos

» FortigateProtectedVMNet

5 fortimailresg-vnet
fortimailresg

» sifmgDlirg-vnet

* Name

These sre the virt sl networks in FortAnalyzerRG-vnat
the selected subscription and

location "Central US'.

722300 - 17223.255.255 (83535 addresses)
Create new
* Subnet name
. default
fmbennbebus;
fmilresg11 * Subnet address range 8
172.23.00/24
172.23.00 - 172 230255 (255 addresses)

sifgtfazarm

SivMs

sifar000ng

18
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Configuring the FortiAnalyzer VM - Network/Subnet

After you have selected the Subnet settings (21), you can also
observe that we already have the following subnets defined:

Subnet name: default
Subnet address r: 172.23.0.0/16

So how does the IP addressing work? When a virtual machine is
deployed into a VNET, its internal IP address is assigned from the
subnet you specify and is dependent on the order in which it was
provisioned, unless a static IP has been specified. For example,
the FortiAnalyzer Subnet created uses the address prefix of
172.23.0.0/24. The first four IP addresses of each subnet are
reserved. With this knowledge in hand, it is easy to deduce that
the first IP address available in this subnet will be 172.23.0.5.
Unless otherwise specified, a virtual machine will be assigned
the next available IP address from the subnet to which it was
assigned at provisioning time.

NOTE: No changes have been made here.

Configuring the FortiAnalyzer VM - Network/Public IP Address
Select the Public IP address settings (22).

Here you are just going to accept the default Name and Assignment
Dynamic configuration and click OK (23). You could specify a
static IP here within your subnet if you choose to do so.

NOTE: No changes have been made here.

Dane

35=

ttings
Configure optional features

3

Settings

Storage

* Storage account @

(new) fortianalyzerrga74

Network

* Virtual network &

(new) FortiAnalyzerfG-vnet

* Subnet 0
default (172.23.0.0/24)

* Publc [P address @

(new) FortiAnalyzer-ip

* Network security group (firewsl) @

(new) FortiAnaklyzer-nsg
Extensions

Extensions ©

No extensions

High availability

Create subnet

Create virtual ma... [ -

Settings

Cheose public IP addness

Create public IP a...
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Configuring the FortiAnalyzer VM - Network/Network Security
Group (Firewall)

Again we will leave the default Network security group (24);

however, these are the predefined services allowed to the VM.

Here you can Add an inbound rule or select custom security
groups already defined.

Click OK (25).

NOTE: No changes have been made here.

Settings

Storage

* Storage account @

(new) fortianalyzerrg474

Network

* Virtual network 8

(new) FortidnalyzerRG-vnet

= Subnet o
default (172.23.0.0/24)

* Public IP address @

* Metwork security growp (firewall) &
(new) FortiAnahyzer-nsg

Extensions

Extensions @

Mo extensions

High availability A —

Choose network s...

Thesa are the network security
o groups in the selected subscription

and location ‘Central LS

4 | Create new

O MNone
U fminsabebusi
fmilresg 116

U fortianalyzernsg
sifgtfazam

O sifqtad-nsq

ShMs

U sifgtfaz-nsg
SIvMs

U sifgtfma-nsg
5vMs

Create network se...

* Marne

Fortihnalyzer-nsg

Inbound rules &
Any
HTTP (TCP/&0)
Any v o

HTTPS (TCP/443)
Any L S

Any . v ...
Custom (TCP/514)
Any v o
SSH (TCP/22)

+ Add an inbound rule

Outhound rules @

Mo results

20
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Configuring the FortiAnalyzer VM - Extensions/High Availability/
Monitoring

For purposes of this guide and deployment model, we will leave
the defaults for Extensions/High availability/Monitoring (26).

NOTE: No changes have been made here.

Extensions

Extensions @

No extensions

High availability

* Availability set @

None

Monitoring
Diagnostics @

Disabled

* Diagnostics storage account @

(new) fortianalyzerrg474

EN)e—©

21



FORTINET FORTIANALYZER VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

11. Configuring the FortiAnalyzer VM - Summary

After selecting OK, a validation process will take place and your
configuration will be validated. If successful, you will see Validation
passed.

Select OK (27).

Create virtual ma...

Dane

2 Size o

Dane

3 Settings o

Done

4 Summary 3

Fortinet FortiAnalyzer for Azure

v

Summary

Validation passed
o pa

Basics

Subseription
Resource group
Locaton

Settings

Computer name
Disk type

User name

Sz

Storage sccount
Virtual netwark
Subnet

Public IP address

Network security group (firewall)

Awailability sat
Diagnostics
Diagnestics storage sccount

E=e—9

Pay-As-Yeu-Go
{new) FortiAnalyzeriG

Central US

Fortifnalyzer

HOD

fortiadmin

Standard D51 w2

{new) fortianalyzerrgd 74
{new) FortiAnalyzerRG-vnet
(new) default (172.23.0.0/24)
{new) FortiAnalyzer-ip
{naw) FortiAnalyzer-nsg
Mone

Enabled

{new) fortiznalyzerrgd 74
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12. Configuring the FortiAnalyzer VM - Buy

After the Fortinet FortiAnalyzer VM Configuration has been
completed, you are now required to select “Purchase.”

Select Purchase (28).

NOTE: Purchase just means that you are going to be paying Azure
for the virtual machine use time. You still must obtain a license
separately from Fortinet, Inc.

Create virtual ma...

1 Basies

Done

2 Size

Done

3 Settings

Done

4 Sumemary

Fortinet Fortifnalyzer for Agur

Purchase

Offer details
ortiAnalyzer - Central Logging/Reperting 0.0000 USD/mr
t

0.0730 USD/hr Li

Pricing for other VM sizes

The highlighted Marketplace purchase(s) are not covered by your Azure credits, and will
be billed separately.

You cannot use your Azure monetary commitment funds or subscription credits for these
purchases. You will be billed separately for marketplace purchases

) Azure resource
Ve may use your Azure manetary commitment funds or subscription credits for these
purchases. Prices presented are retail prices and may not reflect discounts associated with your
subseription.

Terms of use

By clicking "Purchase”, | (a) agree to the legal terms and priva
Marketplace offering above, (b} aut b
the fees associated wit

tatement(s) associated with each
bill emiy current payment methad for
cable taxes, with the same billing
ffering(s), and (c) agree that

ails with the seller &

\ay share my contact infios

Micrazaft does not provid 3 ar services, See the Azure

® Terms for additional terms.

E=e—0
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13. Fortinet FortiAnalyzer VM (Deploying)

After selecting “Purchase,” the Fortinet FortiAnalyzer Single VM
will be deployed. This process can take approximately 10 minutes ——
to complete, but may vary depending on location and number of TS D Y RESOURCES

resources being requested.

Dashboard ~  + Mewdshboard 7 Editdashboard O Shae 7 Fuliowen ) Gaee [ Delete

il Al resources

€ Recent

& app Services

B3 virtual machines fclassic)

i virtusl machines

Security Center

¥ Subscriptions

®)
d

B remplates

More Services Marketplace Help + suppart Deploying Fortinet
FortiAnalyzer for Azure
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14. Connect to the FortiAnalyzer Azure VM by Public IP

In order to be able to connect to the FortiAnalyzer Public IP
Address, you need to know what this IP address is.

To accomplish this:

Once again from the FortiAnalyzerRG Resource group select
FortiAnalyzer-ip (29).

This will expose the public IP address, which is 40.77.26.88.

This will expose the public IP address, which is 40.77.26.88.

Essentials ~

Recent

App Services

Virtual machines (classic)

Virtual machines

SO databases

Cloud services (classic)

Cowmns [ Delete () Refrssh = Move

@ Security Cen
[ FortiAnalyzer-ip
Subscriptions

Browse >

& c‘ : >
Location
Central US
NAME TYPE LOCATION
Fortifnalyzer Virtual machine Central US
E fortianalyzerd16 Network inter... Central US
J FortiAnalyzer-nsg Network secur... Central US
Public IP addr... Central US
FortiAnalyzerRG-vnet Virtual network Central US ey
S fortianalyzerrg 825 Storage account Central US

- FortiAnalyzer-ip

Public IP address

£} settings X Dissociate [ Delete

Essentials ~

Resource group

FortiAnalyzerRG &
Location

Central US

Subscription name

Pay-As-You-Go &
Subscription ID

[ 4 b ]

P address
40.77.26.88

DNS name
Associated to
fortianalyzerd16
Virtual machine
FortiAnalyzer

A
All settings =
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Connect to the FortiAnalyzer Azure VM by Public IP via SSH and
Start LVM

SSH to the found public IP address, which is 40.77.26.88.

Recall in Step 8 you defined both the username and password,
which are as follows and are required to connect to the
FortiAnalyzer Virtual Appliance Ul:

FortiAnalyzer Administrative Username: fortiadmin

FortiAnalyzer Password: <the password you entered>

Type execute lvm info (30).

Type execute lvm start (31).

Typey (32).

FortiAnalyzer VM will reboot and SSH connectivity will go red (33).

Ensure you regain connectivity to the FortiAnalyzer VM after
starting the LVM service. This could take a couple of minutes.

Type execute lvm info and verify LVM service is started and the
newly created disk is attached (34).

FortiAnalyzer # (execute tvm info _
4
LVM not started.

FortiAnalyzer #lexecute Tvm start}‘—@
This operation will start managing disks using LVM.
All the data on the log disk will be ERASED!

Please backup your data before starting LVM.
The unit will REBOOT.

Do you want to continue? (y/n

& « 40.77.26.88

A Unavailable el

&2 Unavailable 0GB
Disk? lnavailable aGe
Diskd : Unavailable BGE
Diskd : Unavailable el
Diskl® : Unavailable BGE
Diskll : Unavailable BGE
DisklZ : Unavailable BGE

Fartifnalyzer #
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Connect to the FortiAnalyzer Azure VM by Public IP via HTTPS
HTTPS to the found public IP address, which is 40.77.26.88.

5. Fortifnalyzer-VMB4-AZUR... = -

(i) @ | https://40.77.26.88/p/login| @ | Q Search »

Recall in Step 8 you defined both the username and password,
which are as follows and are required to connect to the
FortiAnalyzer Virtual Appliance Ul:

FortiAnalyzer Administrative Username: fortiadmin (35)

FortiAnalyzer Password: <the password you entered> (36) FO rtiAna Ivzer'VM 64-AZU RE

o8-

15. Verify Temporary License - Check Messages

5 Fortidnabyzer-ViiB4-AZURL. x| 4

) ! . . , @ | Q, Search e P s A& =
Click on your messages. You will see Your VM license will expire

in 14 days (37).

L fortiadmin -~ [

0 Your VM license will axg

Click on System Settings (38). 14.ays

Device Manager

n &

Event Monitor System Settings
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16. Verify Unit Operations - Firmware Version/Disk Usage/

17.

Connectivity/License Information
Firmware Version (39)

Disk Usage (40)

Connectivity (41)

License Information—This is also where you would upload your
BYOL obtained from Fortinet, Inc. (42)

Navigate to Device Manager

To navigate back out to the application selection menu:
Click the System Settings drop-down (43).

Click Device Manager (44).

Local Cartificates
CA Certificates
AL

|52 Log Forwanding

B8 Fecchor Management

e Evont Log

@ Task Morior

s Advanced
NP

Ml Server

iif Toggle Widgets

.| Svstem Information

Host Name: Fortinsiyzor s

Serial Number

Pratform Tyoe

verage CPU Ussge

€U Console

FAZVMOOC0000001
FAZVMSS AZURE

s

FORTINET
BRIk

FortiAnalyzerVM64-AZURE

ox
8o % T valid r
1 Devices/ VDOMs 0 of 10,000
\ GB/Day 0.0 1 %) =
16% 1% VM storsge 0.9 G5 or 200 68 [0.5%)
@ FartiGuant 10C Service No Liensa L]
Memery Ussge Dise sz Insert Rate va Receive Rate sox

Adr
EB Cer

Loc

Device Manager

R

Event Monitor

E‘..ﬁ [ RN T e

FortiView Log View |
—0 |
A\ !
]
|

Reports System Settings
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18. Add a Device

Once a device or FGT is pointed to your FortiAnalyzer Azure VM,
you will be informed via a message.

Click Messages (45).
Click 1 unregistered device(s) (46).

Click + Add (47).
Click the check-box next to your FGT Device Name (48).

Enter the FGT name, Assign New Device Name (49).
Click OK (50).

Your VM cense wil expire in
4 day.

s
[ amm
| a"s

Smr

FortiAnalyzer-VMEB4-AZUR... = "-, -+
L - |

€ | (DL | https://40.77.26.88/p/app/#/adom/dvm/groups/unreg

Device Manager -~

0 Devices

Total

FGTIHD3915804075

Add Device
Add the following devicels) to ADOM: root
Device Name pn New Device Name

300D5
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Verify Unregistered Device addition, Success (51).
Click Close (52).

Verify Logs are being received, Real Time (53).

19. Log View
Navigate to Log View (54).

Add/delete Unregistered Devices

Tetal: 1/1

Success: 1

Error: O, Warning: 0 @

0 beviees 0 oeviees 6% seorape Usee
rs—— g et i ool 100040
N T L e——

" Devicm Name 417 Addeess Putform o= |

v @S0 17216334 ForiiGate-Vid Real Time B 547%

+
2 Custom View 1 11831416
e Storage statisties 2 OPoliopviol., 126716041 00KB/00 KB
Bz Browse 3 1eea OPolicyvol.. 136716011 17216324 001D OOKB/OD KD B001/tep.
4 1com QFolicyiol.. 10212154200 [ FEEET 76210 OOKB/ODKS s7621000
[Bloz Group 5 o Oholicrviol.. 136716011 17216524 BO02p  OOKB/OLKE B002/tcp.
& o 15716011 1716324 BN 0DKE/OOKE BOOL/ep.
7 sz mrasan 17216324 50004 OOKE/OOKE Fss00
LR YY) @Pslicyvicl.. 136716011 17216324 B0 0OKE/OOKE B004/tcp.
5 1scm1e ©Pslicyvicl.. 136716041 17216324 0004 OOKE/OOKB F5500
10 140318 . @Policyviol. 136716011 17216324 004y OOKB/OL KB B004/tcp.
1 140318 - 17216324 1666312916 HTTP 55008/351... 1 HTTe
2 o7 2 1716001 17216326 HTTPS 19200/52081 Wab MenagemeniHTTPS)
B 1404 . @Polieyviol.. 13671601 17216324 000Ms  OOKBAOKS 8003/1ce
1 1ons QPolicyviol . 66226209195 17216524 sp 00KE/E KB se
15 oo QPolicyiol . 136716011 17216324 G  0DKE/ODKS B003ten.
1 om0 Roliopvicl . 66.226.200.195 17216324 se QoKE/DKE se
7 o0 Rolicpvicl.. 66.236.309.195 17216324 se 0oKa/0Ka e
18 140308 OFoliopviol., 66226.309.195 17216326 sE 00KB/00 KB e
1 100308 3 1721633200 EI20891,11278  HTTPS 38K8/18.1 KBS HTTPS
2 10302 OFolicyiol., 136716011 17216324 00020 OOKB/OD KB B002/tep.
2 1en0 . @Policyviol.. 10212134200 w1111 S7621/udp  OOKB/OL KO 76210
2 1o OPoliorviol.. 136716011 17216524 BO0LAD  OOKB/ODKD B001/1cp
2z oz OPslicyviol.. 136716011 17216324 S002cs  0OKE/ODKS B0021cs
2wz OPslicyviol.. 136716011 17218324 s0Ae  0OKEDKE B0o/icp
5 aozse o 1831 11618 17218324 ss Tisos2sa ! Conscle ManagemersiSsH)
26 140253 - 17216324 1686342918 HTTP ssooB/ast.. | e
27 1eczs2 . @Policyviol. 136716011 17216324 9000y OOKB/ODKE Fs50D
B 140251 16746041 17218326 HTTFS 1moB/5208! Wb ManagementHTTPS}
» 10281 OPolicyviol., 126716041 17216326 004fco  OOKBAOOKE 8004/1cp-
o 102 OPolicyiol.. 136716011 17216324 0000 OOKB/ODKD 7500
31 10248 QPolicyiol . 136716011 17216524 B0t OOKB/OEKE B004/te5.
2 o olicpviol.. 136716011 17216324 B0 0DKE/ODKE B003/tcp
 Total loes s 1 it 50 Amemsperoaze . HMz s 2 s SearchSeooe | ai
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Single click any individual log to select it (55).

£, fortiad

B Column Settings v 4 Took [
. . . . . 5 Event
i Security
Double click any individual log to expand its Details (56). [ s 5 -
= L B o Gerers!
@Folicyviol 134714011 17218324 B3y 0OKEOOKE Loe D 1
Sesdon i uissts
Tine Scarp 060810 140343
5 160035 v 1163111618 17216324 ssH 231.08/269. i
6 1e0832 @Policyviol.. 1347.16011 17216324 B0y OOKB/OKE Vitus Domsin oot
7 amonm DFolicyvil.. 12.6716011 17216324 W0Lp  OOKBOOKB = Source
B 140032 @Folicyviol.. 10212134200 [ FEER 576zliudp  OOKBAOKE :“‘:_ presyn
[ @Policy viol.. 13.67.160.11 17216324 B002/p  QKBANOKE sy i
10 - | @Poliyviol.. | 13.47.16041 17216324 B00L/o | 0OKBAOKE e Ca e
1 Poiicyviol 136716011 17216524 B0/ 0OKB/OKS Sounca e
» @Policyviol 136716011 17216324 BOUe  0DKEOKS Seunce nertace ot
i QFoiicyviol 136714011 17218324 B0y 0DKEWOKE Sounce Pt T
1 @Folicyviol_ 134714011 17218320 Bo4/p  OOKEMOKE et o
15 3 1720324 @118 HTTP 950.08/281... 1 - S i
1 v 13.67.16041 17216324 HrTRS 15208/5208 1 ==
7 @Pslicy viol.. 1367.16011 17216324 W0y OOKBOOKE w
1 DFolicyvil.. | 66226209195 17216324 sP cake/moKs P
1 - @Polioyviol.. 13.47.16011 17216324 BOYKp  0OKBAOKE N
2 - | @Pollyviol.. | $6.22620.495 17216324 sP 00KB/00KE 3
2 - | @Polcyviol.. | $6.226.200.95 17246324 P 00KB/00KE ¢
2 Policyviol 65226209195 17216324 sP [ETERLES e
= v 1721633200 I HTTRS 38K8/18.1 KB o o
= @Policyviol 136716011 17216320 B2y | 0DKEWOKE s HTE
S QFoiicyviol 10212134200 @i S762tudp  DOKED0KE e B
2 sl vil.. 136716041 17216324 BOUie  OOKEAOKE Recenved Pacens )
z @Psiicyvil.. 136716011 17216324 B0z/p  OOKBOKE Send Packais s
= - @Policyviol.. 1367.16011 17216324 B0/p  OOKBOKE sendfReceiued 9500 8/351.0 0 E—=
2 s0rss v 189111618 waie  ssH msopee. T -
1 140253 v 17216324 DN16663.129.06  HTTR 95008/351... 1 il =
) 52 - @Poliyviol.. 1347.16041 1726324 B000/co  0OKBA0KE 4+ Othors
© Totl logs stored For analytis: 1 days 20 hours ERSC TR : ERERR] o

To view logs scrolling real-time: T

=1

1 Column Settin # Tasks
H *
e (Click Tools (57). p y-
£ Storage Statisties 2 @Policyviol.. 13467.16011 17216324 WAz 0OKBOOKE | & Dowrload
. X B 3 10032 FGUMDI000004.. | @Palicyviol.. 136716011 17218824 BOp  DOKBADKE | D) Case Sansitive Search
'Y ( ;l k R |_t m L g (58) 4 140332 FGVMO000004.. QPolicyvol. 10212134200 [FEEEE] S7621/udp  0.0KB/O.0 KB
IC eal-ime Lo ' (8 Log Sroup 5 140329 FGUMO4000004.. @Policyviol.. 134716041 17218324 8002/p  0.0KBOOKB 4, Custam View
6 140929 FGVMOI0000OA.. Q@Palicyvisl.. 134716011 17218324 ol 0OKBOKE | Chart Buider
7 140322 FGUMOH000004.. @Policy viol. 136716011 17216324 B00cp  0.0KB/0.0KB Fasuw
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20. FortiView
Navigate to FortiView (59).

+ Add Widget = © Last 1 Hour =

Use the left pane to navigate through FortiView Summary,
Threats, Traffic, Applications & Websites, VPN, WiFi, System,
Endpoints, etc. (60)

¥ &+ 8 & 8 B 3

#

Top 10 WIFi Clients o x Top 10 Destinations ax

Authorized APs
Authorized S5IDs

WIF] Clionts

Falled Autnertication Attempts

32



FORTINET FORTIANALYZER VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

Support

For more in-depth instructions, please refer to http://docs.fortinet.com/ for administration guides or email your support questions to azuretech@fortinet.com.
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